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ABSTRACT:

AIMS: To develop a policy governing the taking and sharing of photographic and radiological images by
medical students.

METHODS: The Rules of the Health Information Privacy Code 1994 and the Code of Health and Disability
Services Consumers’ Rights were applied to the taking, storing and sharing of photographic and radiological
images by medical students. Stakeholders, including clinicians, medical students, lawyers at district
health boards in the Auckland region, the Office of the Privacy Commissioner and the Health and Disability
Commissioner were consulted and their recommendations incorporated.

RESULTS: The policy ‘Taking and Sharing Images of Patients’ sets expectations of students in relation to:
photographs taken for the purpose of providing care; photographs taken for educational or professional
practice purposes and photographic or radiological images used for educational or professional practice
purposes. In addition, it prohibits students from uploading images of patients onto image-sharing apps
such as Figure 1. The policy has since been extended to apply to all students at the Faculty of Medical and
Health Sciences at the University of Auckland.

CONCLUSIONS: Technology-driven evolutions in practice necessitate regular review to ensure compliance
with existing legal regulations and ethical frameworks. This policy offers a starting point for healthcare
providers to review their own policies and practice, with a view to ensuring that patients' trust in the
treatment that their health information receives is upheld.

echnology is developing at a However, the changes that technology en-
I breath-taking pace across social and genders sometimes obscure the underlying

professional domains, and medical ethical and personal dimensions of a given
practice is no exception. New technologies practice or interaction, making the applica-
create exciting possibilities for providing tion of legal and ethical guidelines less clear.
and documenting care, and for interacting This report presents the policy that the
with patients and colleagues. Some may medical programme at the University of
enable streamlining and improvement of Auckland has developed to address the
models of care in the New Zealand health emergence of apps that enable patient
system. There are many reasons to welcome  jmages to be shared with an international
technological developments in medicine. audience. The policy now applies to all

o NZM]J 27 January 2017, Vol 130 No 1449
MA 30 ISSN 1175-8716 © NZMA

o Zeaan wedica esoistion www.nzma.org.nz/journal



ARTICLE

healthcare students at the Faculty of Medical
and Health Sciences (FMHS). Image-sharing
apps and social media sites that allow image
sharing raise issues about patient confi-
dentiality, privacy, consent and what is
permissible and expected within the provid-
er-patient relationship. New Zealand has
established professional guidelines and legal
mechanisms that set expectations for how
healthcare providers treat patient infor-
mation, including the use and dissemination
of images. As technology changes practice,
however, reviews are necessary to ensure
compliance with existing ethical and legal
principles.

This policy applies the principles
contained in the Code of Health and
Disability Services Consumers’ Rights 1996
(the Code of Rights)! and the Health Infor-
mation Privacy Code 1994 (the HIPC)? to
the taking and sharing of photographic and
radiological images of patients. Some health
and disability care providers (providers)
have policies that deal specifically with
images,®and others are developing them,*
but it is likely that some are yet to address
this area of practice. The Australian Medical
Association has issued guidance for medical
students and doctors about the use of
personal mobile devices to take images,
although it does not explicitly address
image-sharing apps.5 The policy presented
here is aimed at students, but may be
relevant to providers considering their prac-
tices in the light of new technologies.

Background

The initial impetus for this policy was
anecdotal evidence of an increasing
awareness among medical students of a
medical image-sharing application (app),
Figure 1. It became clear that the ethical
questions raised by electronic image-
sharing also apply to related practices, and
that the FMHS needed a policy to set expec-
tations around the taking and sharing of
patient images.

Figure 1

Figure 1 is currently the most prominent
app enabling healthcare providers to share
patient images, although many other plat-
forms exist. According to its website, Figure
1 has over one million users internationally.S

It is freely available for anyone to download,
and enables users to upload photographic
and radiological images for other users to
view. Explanatory notes, observations or
questions can be added. Users who self-
identify as healthcare providers (including
nursing and medical students) can leave
comments about images.

Figure 1 was conceived as a device to
facilitate medical education and knowl-
edge-sharing, and the discussions associated
with various images on the website suggest
that it offers a valuable forum for these
purposes. Consulting with and learning from
colleagues are important aspects of medical
education and quality improvement.” The
inclusion of radiological and photographic
images in clinical case presentations is an
established practice for this reason.

It may seem, then, that image-sharing
apps and social media platforms do not
fundamentally change medical practice:
they simply facilitate certain aspects of it.
However, new and probably unintended
risks are introduced by the potential scale
of the audience, the lack of any requirement
to verify users' identity or their reasons for
viewing images, and the lack of control that
users have over the images they upload. The
potential for patient rights to be breached
through the uploading of images to apps
is clear. Notably, rights to privacy and
consent are at issue. Figure 1 has taken
measures to limit violations of patient rights,
and operates on the basis that privacy is
preserved if the connection between indi-
viduals and information relating to them (in
this case, in the form of images) is severed
or weakened. In keeping with the relevant
legislation in Figure 1’s home jurisdiction,
the US (the Health Insurance Portability
and Accountability Act 1996 (HIPAA)),® the
app states that only de-identified images
should be uploaded.’ The HIPAA places
no limits upon the disclosure or use of
de-identified health information, which is
defined as information from which identi-
fiers such as names, addresses and assigned
personal identifiers have been removed,
and which poses no more than a ‘very small
risk’ of enabling recipients to identify the
individual.*o

Figure 1 features software that recog-
nises and blocks faces. Users can alter or
edit images to obscure identifying features
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such as tattoos. Moderators review images
for identifiability before they are made
available to view. There is a process for
viewers to report images that they believe
enable identification.

Health information
and disclosure

In New Zealand, the HIPC sets out rules
governing the collection, retention, use and
disclosure of health information by agencies
in the health sector, including health and
disability service providers. Rule 3 requires
that, when health information is collected
from an individual, he or she is aware that
the information is being collected (3(1)

(a)), of the purposes of collection (3(1)(b)),
the intended recipients (3(1)(c)), the names
and addresses of both the agency collecting
(BM)(A)(1)) and the agency that will hold
the information (3(1)(d)(ii)) and whether or
not collection is mandatory (3(1)(e)), what
consequences there are for the individual
if information is not provided (3(1)(f)) and
what rights of access to and correction of
information the individual has (3(1)(g)).

Rule 11 of the HIPC sets limits upon
disclosure of health information, and
permits disclosure under certain circum-
stances. Rule 11(1) established seven
grounds upon which an agency may
disclose health information, including that
the individual concerned (or their repre-
sentative) authorises disclosure (11(1)(b));
or that disclosure is connected to a purpose
for which the information is obtained
(11(1)(c)). Rule 11(2) allows for unau-
thorised disclosure ‘if the health agency
believes on reasonable grounds that it is
either not desirable or not practicable to
obtain authorisation from the individual’,
and one of eight further conditions apply.
11(2)(a) is that disclosure is connected
to a purpose for which information was
collected; 11(2)(c) is ‘that the information
is used in a form in which the individual
concerned is not identified.” This suggests
that sharing of patient images by providers
could be permitted by HIPC, if the indi-
vidual concerned has authorised it, or that
‘it is not desirable or practicable to obtain
authorisation’ (11(2)), and the individual is
not identifiable (11(2)(c)(1).?

Right 1(2) in the Code of Rights estab-
lishes that: ‘Every consumer has the right
to have his or her privacy respected.’
Privacy is defined as ‘all matters of privacy
in respect of the consumer’, excepting
three parts of the Privacy Act (relating to
complaints (x), information-matching (viii)
and public registers (vii)).! However, the
Office of the Health and Disability Commis-
sioner confines its consideration of possible
breaches of Right 1(2) to matters pertaining
to physical privacy, placing informational
privacy entirely within the jurisdiction of
the Privacy Commission.!? Thus, Rule 11
of the HIPC provides the best guide to the
legal requirements for image-sharing by
providers.

Privacy

The HIPC was written before image-
sharing apps emerged, and thus does not
directly address them. In the absence of
specific guidance, providers contemplating
uploading images on any electronic site
must interpret how the HIPC’s rules apply
to their proposed practice. Whether image-
sharing without patient authorisation is
permissible is likely to depend upon the
success of de-identification, but the HIPC
does not specify what is required to meet the
requirements of Rule 11(2)(c)(i). De-identi-
fication is not necessarily straightforward.
Visual recognition is a form of identification
that can survive the stripping of information
such as names or personal identifiers.
Whether an individual can be identified
from an image can depend upon who is
viewing it. In a case note relating to the
Information Privacy Principles under the
Privacy Act 1993, (rather than the HIPC)
the Privacy Commissioner considered that
an image with a man’s face obscured was
not identifiable, as there was no “distinctive
feature or a personal connect of some
kind”.*> This suggests that photographic
images of an individual may not be regarded
as inherently identifying. However, what
constitutes a ‘distinctive feature or personal
connect’ may be position-specific. Features
that might not be regarded as distinctive to
strangers may allow close personal asso-
ciates to recognise an individual. Difficulty
surrounding de-identification is amplified by
the fact that some images contain potentially
identifying features because the person in
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question has an unusual condition in which
those features are implicated. This can mean
that parts of a body that wouldn’t normally
enable identification are identifying. While
Figure 1 succeeds in severing the connection
between many of the images it displays, and
the imaged patient for most viewers, some
including several images of children, could
enable identification by a personal asso-
ciate. The lack of definitive guidance about
how identifiability is to be understood in

the context of the HIPC makes app-enabled
image-sharing by providers legally risky.

Consent

The HIPC allows for use of identifying
information if this is agreed to by the
person to whom it relates. People can,
and do, make personal information about
themselves available to a wide audience
on various social media sites (including
YouTube, Facebook, Instagram, Snapchat,
Tumblr, Reddit and Tinder), and some may
be willing to have images shared for the
purposes of promoting medical education
and knowledge-sharing. Figure 1 provides
jurisdiction-specific consent forms for
providers, but users are not obliged to use
them.¢ The Terms of Service state that it
is the provider’s responsibility to ensure
compliance with the legal and professional
requirements in their jurisdiction, including
those pertaining to patient consent:

You are at all times solely responsible
for obtaining and maintaining all patient
consents, if applicable, and all other legally
necessary consents or permissions required
or advisable to disclose, process, retrieve,
transmit and view the Patient Information
that you transmit, store or receive in
connection with the Site, Services, App and
any third party site.'’

Patient consent is neither a simple nor
a complete solution to ethical and legal
concerns about image-sharing. Firstly,
obtaining valid consent requires patients to
understand the implications of their image
being included in a global open forum such
as Figure 1. Risks include those linked to
being the subject of public ridicule, or of
being identified, or of feeling compromised
by a person in a fiduciary relationship. If a
patient does not properly understand the
nature of the forum the images are uploaded
to, and the associated risks, any consent
given may not be valid.'® Furthermore, even

if patient images are de-identified, uploading
them to an open app is likely to violate
reasonable patient expectations about the
safeguarding of their health information.
Loss of patient trust is a real possibility.

Trust

Even when consent is informed, questions
about the appropriateness of the request
remain. Patient trust in providers to put
their medical interests first may be compro-
mised through a request for permission to
upload an image of them to such an open
forum. Patients may feel uncomfortable
about being put in the position of having
to refuse what they regard as an improper
request. The possible impact of such a
request upon the doctor-patient relationship
and upon overall trust in the confidentiality
of health information should be taken into
account by providers considering contrib-
uting material to image-sharing apps.

Control

Control of images is ceded, in perpe-
tuity, to Figure 1 when they are uploaded.?®
After uploading, neither the patient nor the
provider can control where an image ends
up, or to what uses it is put.

Although it is common practice for
providers to show and discuss patient
images at conferences and professional
meetings, and to submit images for publica-
tions in professional journals, the audiences
in these cases are predominantly restricted
to health professionals. The audiences for
apps like Figure 1 are unrestricted. Uncer-
tainty about how apps will develop in the
future compromises the specificity and
reliability of information supplied as part of
the consent process. It also makes it hard for
providers and patients to weigh the benefits
against the risks. The lack of guarantees or
control accorded to uploaders raises ques-
tions about whether image-sharing via apps
would comply with Rule 5(1) of the HIPC,
which requires: ‘That a health agency that
holds health information must ensure that:
(a) the information is protected, by such
security safeguards as it is reasonable in
the circumstances to take, against:(i) loss; or
(ii) access, use, modification, or disclosure,
except with the authority of the agency; or
(iii) other misuse.”

Although image-sharing apps build upon
established practices, they also diverge
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from them. It is crucial that the differences
between established and emerging practices
are recognised, and the ethical dimensions,
responsibilities and legal ramifications of
image-sharing via apps are accounted for.

Development
of the policy

The Policy ‘Taking and Sharing Images’
was drafted through a process of applying
the HIPC, along with the Code of Rights,
to the practice of taking and using photo-
graphic and radiological images in a
healthcare setting. Clinicians, medical
students, lawyers at district health boards
in the Auckland region, the Office of the
Privacy Commissioner and the Health and
Disability Commissioner were consulted
through a variety of means: face-to-face
meetings, Skype calls and group emails.
As a result of the consultative process, the
recommendations of key informants were
incorporated into the policy.

A view was reached that it is not the
proper role of a student to share patient
information in the way enabled by apps
such as Figure 1. This policy therefore
prohibits students from uploading images to
image-sharing apps.

The policy also contains guidance about
taking and sharing photographic and radio-
logical images of patients more generally.
Technology is transforming the ways in
which images are taken and stored in
clinical practice. Technological advances
enable improvements in patient care; for
instance, photographs may facilitate the
monitoring of a condition or the documen-
tation of clinically significant features,
and today these are easily stored within a
patient’s electronic record. However, tech-
nological advances also bring risk. It is now

easy to use personal devices such as smart
phones to take photos or record infor-
mation. This increases the risk of patient
information being taken off-site and inap-
propriately shared or even lost.?>> Many
people have devices that synchronise with
other devices, sometimes automatically. This
increases the risk that patient images taken
or stored on personal devices may remain in
the personal care of a provider, even after
endeavours to remove them.

This policy applies currently accepted
principles to present day practice to guide
medical students in their use of images.
Practices, technology and ethical norms
all change over time, so this policy will
require regular review and engagement
with stakeholders. We hope that the policy
document will stimulate discussion within
our hospitals and universities, and in the
correspondence section of the NZM]J. It
may be appropriate to expand its scope as
a result of such discussions and feedback,
which we welcome.

The policy

Taking and sharing images of
patients

There can be good reasons to take photo-
graphic and radiological images of patients.
There can also be good reasons to allow
certain others to view images. However,
images are inherently sensitive parts of
a patient’s medical record. They must be
treated in a way that acknowledges that
sensitivity and supports the trust that
patients put in the medical profession.

This guidance sets out the standards that
the Faculty of Medical and Health Sciences
(FMHS) expects students to meet when
handling both photographic and radiological
images of patients in all healthcare settings.
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1. Generic principles

Images contain information about patients. Therefore, they are subject to the 12 Rules of the Health
Information Privacy Code, which can be summarised as follows:
Only collect health information if you really need it.

Get it straight from the people concerned where possible.
Tell them what you’re going to do with it.

Be considerate when you’'re getting it.

Take care of it once you’ve got it.

People can see their health information if they want to.
They can correct it if it’s wrong.

Make sure health information is correct before you use it.

W R Nk wWw N

Get rid of it when you’re done with it.

10. Useit for the purpose you got it.

11. Onlydisclose it if you have a good reason.

12. Only assign unique identifiers where permitted.
(http://privacy.org.nz/news-and-publications/guidance-resources/health-information-priva-
cy-fact-sheet-1-overview/)

Students must follow these rules in all their dealings with health information, including taking and
handling images of patients.

Students must comply with the policies of the relevant healthcare organisation when taking and han-
dling images of patients. It is the responsibility of students to familiarise themselves with, and follow,
relevant policies, and to complete the paperwork that is required by the relevant healthcare organisa-
tion, noting that different policies may exist in different healthcare settings.

2. Photographs taken for the purposes of providing care

Photographs can be useful for diagnosis, treatment and review of a patient’s condition. As such, they

can form an important part of a patient’s medical record. Students may be asked to assist a member of

clinical staff in taking a photograph for clinical purposes.

Photographs should be treated like all other information contained within a health record: as confidential.

In addition, because the rules governing health information are complex and breaches have serious

consequences, FMHS requires that students follow these rules:

1. Only take photographs of patients with the permission of a senior clinician with responsibility for a
patient’s care.

2. In most situations, patients should consent to photographs being taken of them, and their
agreement entered into the record. The treating clinician is responsible for the consent process.

If a student is asked to take a photograph of a patient, he or she must ask the clinician about the
arrangements for consent.

3. Wherever possible, use a device or camera belonging to the relevant treatment unit or the super-
visor to take images. This is to ensure that images are stored and documented according to the
healthcare organisation’s policies.

4. Ifanimage is taken with a student camera or device, it is the responsibility of the student to ensure
that the image is downloaded and deleted from the camera or device before the student leaves
the healthcare site. Where devices are set to synchronise with other devices, special care must be
taken to ensure that images are deleted from all devices.

5. Where possible, ensure that images do not allow patients to be identified by a person not involved

in their care.
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3. Photographs taken for educational and professional practice purposes

Photographs of patients can have benefits beyond that involved in patient care. Students may learn

from photographs; professional practice can be improved through auditing involving photographs;

professional practice can be enhanced through dissemination of experience and discussion about
cases. These are benefits that photographs can contribute to, but they may not be of direct benefit to
patients. This, combined with their inherent sensitivity, means that patient consent to a photograph’s
use for one of these purposes is vital.

Patients trust that those providing them medical care would not ask to photograph them unless there

was good reason to do so. They also trust that photographs will be treated sensitively and confiden-

tially. In order to warrant this trust, FMHS requires students to follow these rules:

1. Only take photographs for an educational or professional practice purpose with the permission of
a University of Auckland supervisor with responsibility for the patient’s care.

2. Only take images for an educational or professional practice purpose with the consent of the
patient.

3. ltistheresponsibility of the student taking a photograph to ensure that the following information
is given to patients when a request is made to take a photograph of them, and that the informa-
tion is understood and agreed to by the patient:

«  The purpose that the photograph will be used for.

«  Who will have access to the photograph. This does not mean that patients need to know
the names of individuals who will see photograph, but they should know the role in which
individuals will have access (ie ‘my supervisor’, ‘my lecturers’; ‘my study group’; ‘attendees at
a conference’).

«  The arrangements for destroying the photograph once it has been used.

«  Time frames for use and retention of the photograph.

+  Arrangements for storing the photograph.

4. Itisthe responsibility of the student taking a photograph to ensure that consent is properly docu-

mented in the patient notes. This includes noting the information provided to patients.

The patient has the right to see the photograph(s) that will be used.

The patient has the right to change his or her mind, in which case the photograph should not be
used and should be deleted. This should be noted in the records.

7. Where possible, ensure that photographs do not allow patients to be identified by a person not
involved in their care.

8. Itisthe student’s responsibility to ensure that any photographs taken comply with DHB/PHO
policy.

9. Photographs should only be shared selectively. Only those with whom it is necessary to share
a photograph to meet the purpose for which consent was obtained should have access to the pho-
tograph.

10. Astudent who takes a photograph of a patient must take all reasonable steps to ensure that the
image is treated in a respectful manner.
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4. Using radiological and photographic images for educational and professional practice purposes
Students may wish to use existing radiological or photographic images (taken for the purposes of pro-
viding care) for educational or professional practice purposes. For instance, they may wish to include a
copy of a scan or x-ray in a case report.

Radiological or photographic images are part of the patient’s health care record, and should be treated

according to the same principles as the rest of the record. Health care providers are responsible for

abiding by the Health Information Privacy Code.

FMHS expects students to follow the following rules:

1. Students must have the permission of a clinician responsible for a patient’s care before accessing
and using a radiological image for educational or professional practice purposes.

2. Students must ask the clinician whether they should seek consent from the patient to use of the
image. Whether an additional specific patient consent is necessary will depend upon factors such
as the purposes for which the image was taken, and what the patient understood it might be used
for. The clinician responsible for a patient’s care must make the determination about whether or
not patient consent should be sought.

3. Students must remove identifying information (names and NHI numbers) from the image.

Apps facilitating sharing of medical information

Apps such as Figure 1 enable images of patients to be accessed by anyone else in the world who has
the app. Figure 1 offers no way to ensure that images are treated appropriately by the persons who
access them. Images can be disseminated beyond the scope necessary to ensure that a given bene-

fit is obtained. They allow comments to be made on images that could be disrespectful, hurtful and
degrading of trust between doctors and their patients. Images uploaded to Figure 1 may not be easily
removed from public view or public record. Because Figure 1 is available to non-health professionals, it
offers little if any means of controlling dissemination of an image.

For these reasons, students must not upload images to Figure 1 or to similar apps. If a student has
any questions or concerns in relation to the taking and sharing of photographs of patients, they should

contact a University of Auckland clinical supervisor or one of the authors of this guidance.
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